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ABSTRACT: Crises, situations characterized by high consequence, low probability, and
short decision time, create a unique and threatening decision-making environment that
must be conscientiously supported. The aim of this study is to derive a prescriptive
architecture for crisis response systems, in particular, the role of communication and
the characteristics of communication systems that are needed to connect the decision-
making elements of crisis response.

The layered crisis communication architecture (CCA) detailed in this paper enu-
merates the communication functionality required of any crisis response system. To
support the crisis-handling team adequately during crisis response, such systems must
include the services of each of the described six layers: The base, or connectivity, layer
interfaces with the ISO’s OSI model to provide error-free end-to-end message transfer.
The data-validation layer protects against incorrect data sources through gathering
information to corroborate an incoming message. The filtering layer organizes and
synthesizes messages to ensure that the crisis-handling team is presented with relevant
data in a meaningful, usable form. The values layer interprets messages based on
preestablished crisis priorities. The organizational memory layer provides decision
makers with access to relevant data and knowledge bases. The group process layer
supports the communication, coordination, and collaboration among the crisis-
handling team members. To support crisis response adequately, these six layers of
the CCA must be implemented as a single, cohesive whole.

Through the CCA, the study offers pragmatically sound principles for organizing
crisis response systems and captures a comprehensive perspective of the crisis re-
sponse process; that is, this work offers a system architecture. As an architecture, the
model enumerates all the functions necessary to support crisis response communica-
tion effectively.

KEY WORDS AND PHRASES: crisis management systems, crisis response, communica-
tion architecture, information systems, organizational crises.

IN THE EARLY MORNING HOURS OF DECEMBER 3, 1984, at a Union Carbide pesticide
plant in Bhopal, India, there was a fatal leak of a poisonous gas from an underground
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storage tank. Most of the victims died from suffocation, the gas attacking their lungs
and blood streams. Within a matter of days, there were more than 2,000 deaths and
more than 200,000 injuries, including permanent blindness to many [29]. Many of the
killed or injured Bhopal residents thought that the Union Carbide plant manufactured
“plant medicine” and thus had no fear of or preparation for such a devastating disaster
[37]. An extremely simple, readily employed procedure, placing a wet cloth over the
face, could have prevented countless deaths [16]. Tragically, the benefit of this
elementary technique was not communicated to the residents of Bhopal.

Motivation

In the complex, fast-paced business environment, a crisis management plan is only as
good as the information system that supports it . . . as the business environment be-
comes more complex and the frequency of crises increases, crisis management sys-
tems will become a central part of strategic management. [19, p. 389]

BEFORE THIS PREDICTION CAN BE ATTAINED, MUCH MORE must be learned about the
needed functionality of such systems. Investors in and developers of crisis manage-
ment systems must be given relevant, understandable guidance regarding what system
functionality will best facilitate their crisis decision makers.

What Is an Organizational Crisis?

THIS STUDY RELIES ON THE DEFINITION OF A CRISIS as a situation characterized by [18,
19, 33, 41, 44]:

1. High consequence, or threat to one or more central goals;
2. Low probability of the events’ occurrence; and
3. Little available time in which to make and act upon decisions.

Individually, each of these attributes places extreme demands on decision makers.
When combined, however, they create a unique and threatening decision-making
environment that must be conscientiously supported.

A crisis seems to occur, to the outsider at least, suddenly and without warning.
Ideally, this is not true from the perspective of the crisis organization. Crisis manage-
ment should be initiated prior to the moment when the crisis is actually triggered, with
attempts to avoid and plan for potential crises. Correspondingly, organizational crisis
management consists of five interdependent stages [16]: mitigation, planning, warn-
ing, response, and recovery. Although all five stages are important, this study specif-
ically addresses the unique decision support requirements of the response phase. It is
during this phase that the crisis characteristic of short decision time surfaces, the
response phase being characterized by a complex set of quickly occurring events [9,
16, 43]. During this phase, punctuated by critical, stressful decision-making, many
normal systems of operation fail [9]. The traditional information system is of little use
[30], and decisions are made in an almost random fashion [23].
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Information Systems and Crisis Management

WHILE “NEITHER A COMPLETE THEORY OF CRISES NOR A COMPLETE theory of organi-
zational crisis management has been proposed to date” [37, p. 141], research has been
conducted that is relevant to the study of crisis response decision support. Notable is
Nunamaker, Weber, and Chen’s [35] model of organizational crisis management
systems. Their model, shown in figure 1, serves as a framework within which the
intention of this study may be better understood.

Figure 1 is based on three phases of crisis responsibility: precrisis activities (encom-
passing the planning and warning phases), crisis activities (representing the response
phase), and postcrisis activities (corresponding to the recovery phase).' Most relevant
to the study of crisis response support, the crisis activities (hereafter termed the crisis
response system) are highlighted in figure 1 and reviewed subsequently. The intention
of this study may be interpreted as investigating the functional requirements of
Nunamaker et al.’s crisis response system.

Atthe heart of the crisis response system, an executive “crisis-handling team” directs
crisis response efforts while being sequestered in a command center that provides the
needed group communication and decision-making tools. The crisis-handling team is
further supported by a set of expert systems, developed during the planning stage,
which provides access to “detailed crisis plans, control knowledge in terms of tactics,
empirically established relationships, propositional facts, and strategies for making
use of factual and procedural knowledge” [35, p. 20]. The model further supports crisis
response through the situation monitoring system. Using communication and database
technologies, the monitoring system tracks the crisis, including critical factors iden-
tified during crisis planning, and reports ongoing events to the control center. The
resource management system, through the use of database management technology,
records and reports the availability and distribution of crisis resources.

Focusing on the functionality of the crisis response system2 reveals descriptive
studies that detail crisis response tools utilized by organizations. Overwhelmingly,
these tools provide crisis response decision support through: access to computer-
supported databases [2, 3, 4, 5, 52]; provision of quantitative decision models [2,
3,4, 5, 18, 52]; or expert systems [18, 23, 51].

A significant shortcoming of this descriptive literature is its overwhelming focus on
supporting specific foreseen crises. Given a specific foreseen crisis, decision makers
may well benefit from structured expert systems, decision support systems, and
quantitative models. However, every organization is potentially faced with a multitude
of unforeseen crises {34, 42], for which quantitative decision models and expert
systems would be useless, as they are necessarily built for a narrow problem domain.

Several researchers perceived the need to move beyond description to the develop-
ment of prescriptive models of crisis response support {40, 45, 48, 52]. However, the
models are purely speculative, with no empirical validation of their recommendations.
In addition, all but one [40] prescribe a “toolbox” [48, p. 95] of independent,
fragmented solutions that actually may do more harm than good [37].

To produce information systems that effectively support crisis decision making,
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Figure 1. Model of a Crisis Management Environment
Adapted from [35, p. 16]

crisis response and its support must be viewed as a cohesive, purposeful whole. To
date, the literature is devoid of this perspective. In response, this study’s goal is to
develop a model of crisis response support from such a perspective—namely, a
prescriptive architecture for crisis response systems. True to the goals of an architec-
ture, the developed model enumerates the functions necessary to support crisis
response effectively, without needlessly constraining designers’ implementation
choices {24, 28].
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Methodology

DERIVATION OF THE PRESCRIPTIVE ARCHITECTURE FOR CRISIS RESPONSE systems has
been a theory-building process. Although theory-building research methods have been
less formally defined than theory-testing methods, tenets have been set forth to make
such an effort more systematic [12, 15]. The study falls into the category of theory-
building case studies, as detailed by Eisenhardt [15]. True to the approach, theoretical
constructs and relationships are allowed to emerge inductively from empirical data.
The benefits of this exploratory case study approach include:

+ An increased likelihood of generating novel theory, because the researcher’s
perspective is less prejudiced by a priori hypotheses;

« A resultant theory that is more likely to have greater validity, because the
researcher is immersed in the data.

Analytic Process

Data for the study were obtained through extensive interviews with crisis decision
makers and a review of numerous secondary data sources. Secondary data sources
included published case studies of responses to five well-documented crises, including
the Exxon Valdez oil spill and Union Carbide’s Bhopal gas leak. In addition to
analyzing these primary and secondary data, theory building was enhanced by theo-
retical insights gained from published research in related areas. The result is a model
developed from the iterative movement among interview data, secondary data ob-
tained from published crisis case studies and relevant literature bases, and the emerg-
ing theoretical concepts.

Throughout the process of theory development, the concepts and relationships that
were suggested or supported by an interview or published case study were used to
refine the questions asked of future data (both primary and secondary). Questions
asked of both primary and secondary data probed difficulties faced by the crisis
handling team during crisis response, how these difficulties were resolved, what
support tools were made available to the team, the effectiveness of these tools, and
support changes implemented as a result of the crisis.

True to the theory-building case study approach [15], research sites (representing
sources of both primary and secondary data) were selected opportunistically as the
theory emerged, in an effort to include a wide variety of crises. The primary unit of
analysis is the crisis, not the technology. To focus on technology would confine
theoretical discovery to those elements of crisis response already supported, rather
than encouraging the full exploration of all needed support functionality.

Personal Interviews

Personal interviews were conducted with twenty-five crisis decision makers repre-
senting thirteen firms and fifteen organizational crises. At least two crisis decision
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makers were interviewed at most sites. Participants were senior managers who had
recently served as crisis-handling team members during major crisis response efforts.
Each interview lasted one to five hours, with most lasting approximately two hours.

Written notes were taken during all interviews.? These notes were immediately
transcribed by the researcher, then returned to the participants, who were asked to
review the transcripts for accuracy and completeness. In some cases, gaps in the notes
were filled. In others, statements were clarified, or errors were corrected. If significant
changes were made, the corrected and completed notes were again returned to the
participant for review. If later theory development deemed it necessary, interview
participants were reinterviewed by telephone to clarify a point, expand on a theme, or
fill in a hole left in the data or theory.

Secondary Data

According to Strauss and Corbin [47], literature may be used as sources of primary
data, to be analyzed as one would analyze interview or observational data. “Every
book, every magazine article, represents at least one person who is equivalent to the
anthropologist’s informant or the sociologist’s interviewee” [17, p. 163]. The use of
published literature as data has several advantages: The literature is accessible, in
consideration of the effort, cost, and speed of data gathering, and it provides an
excellent range of comparison groups that otherwise might be unattainable [17]. In
accordance with these suggestions, secondary data were obtained from published case
and literature bases (including crisis management, high reliability organizations,
failsafe systems, data communications, and organizational communication). As one
would expect with interview or observational data, these secondary data were col-
lected, analyzed, and incorporated into the developing theory.

Figure 2 shows the crises examined through primary and secondary data sources,
categorized according to Shrivastava and Mitroff’s [42] crisis typology. This typology
classifies crises along two dimensions: (1) internal versus external triggering events;
and (2) technical/economic versus human/social triggering events. The figure reveals
the variety of crises that were examined during the theory-building process.

Model Validation

To gather further evidence of the theory’s validity, the study’s results (discussed in
the following sections) were reviewed with two practitioners who otherwise did not
participate in the research. One was the founder and president of a small information
systems consulting firm, the other a retired vice president who was in charge of crisis
management for a large oil company and is now an active crisis management
consultant. These two consultants reviewed the theory and both found it useful and
understandable to an audience consisting of designers of and investors in crisis
response systems.
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Technical/Economic
Nuclear Utility
Nuclear gas leak Power outage
Chemical Funds
Plant explosion Stock market crash
Electronic Office
Plant fire Earthquake
Exxon DP
Valdez oil spill Earthquake
Union Carbide School
Bhopal gas leak Tornado
Procter and Gamble Electronics
Rely tampon crisis Earthquake
Metal
Hurricane
Internal External
Farm Insurer
Extortion attempt California bill
Office Chemco
Sexual harassment Kidnapping
Farm
Employee arrests
Kennedy administration
Cuban missile crisis
Johnson and Johnson
Tylenol poisonings

Human/Social

Figure 2. Classification of Organizational Crises
Adapted from [42, p. 7]. Cases examined through secondary data sources are shown in bold;
others were examined through personal interviews.

Initial Finding: Need for a Communication Perspective

AT THE BEGINNING OF DATA COLLECTION, THE RESEARCHER'S tacit expectation was
that the evolving theory would explore and detail the functional characteristics of the
tools supporting the crisis handling team, that is, the resource monitoring system, the
situation monitoring system, and so on, as shown in figure 1. After only a few
interviews with crisis decision makers, this task-driven perspective was submerged.
It became clear from these initial interviews that the key obstacle to effective crisis
response is the communication needed to access relevant data or expertise and to piece
together an accurate, understandable picture of reality. Only after these obstacles are
overcome can crisis response tasks be effectively performed. In response, the theoret-
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ical focus quickly shifted to the role of communication and the characteristics of
communication systems needed to connect the decision-making elements of crisis
response.

A Layered Crisis Communication Architecture

THE RESULTING CRISIS COMMUNICATION ARCHITECTURE (CCA), presented here,
prescribes the functionality required to support the effective response to organizational
crises. As an architecture [8], the model enumerates all the functions necessary to
support crisis communication adequately while it disregards the details of final
construction, leaving enough freedom for further design and construction [8, 24, 28].

The CCA is depicted as a layered model that partitions communication functions
into a vertical set of layers [46, 49]. Partitioning reduces model complexity and cases
future design and construction by:

« Ensuring that each layer performs a cohesive, or closely related, set of functions;

+ Allowing higher layers to rely upon the services provided by lower layers; and

* Defining layers that are sufficiently loosely coupled to allow changes in one
layer without affecting other layers [24, 46].

Each layer relies on the next lower layer to perform more primitive functions and
provides a similar service to the next higher layer [24, 46]. As one moves upward
through the layers, the set of services provided by each layer is enhanced [24].
Consequently, describing the layered CCA becomes a process of defining each
functional layer, as well as the services provided by each layer to layer(s) above.

This section presents the CCA that prescribes the functionality required to support
the effective establishment and utilization of communication links for crisis response.
Figure 3 depicts the CCA and its correspondence to the Open Systems Interconnection
(OSI) data communication model (see [11, 21}). The OSI model served as a valuable
building block for the crisis communication model; the value of the OSI model is that
it describes and structures all functions necessary for effective data communications.
However, the OSI model lacks detail, particularly at the highest levels [39]. Therefore,
the crisis communication model uses the functions provided by the OSI model,
building on them to serve the communication requirements within the context of
organizational crises. The crisis communication model is not intended to replace the
OSImodel, butto supplement it. The OSI model describes a number of communication
services that are untouched by the crisis model. It should not be inferred from this
exclusion that these services are unimportant within a crisis context. Rather, the
purpose of this model is to detail those communication services that are most critical
and often unavailable during crisis response. When mapped to the OSI model, the
connectivity layer represents the services provided by the OSI’s physical through
presentation layers; the remaining layers of the CCA represent application processes
(APs) [24, 39] within the OSI’s application layer.

The CCA enumerates the functionality required of crisis response systems. To
support the crisis-handling team adequately during crisis response, such systems must
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Figure 3. Crisis Communication Architecture

include the functions of each of the six layers. As an interface to the OSI model, the
connectivity layer ensures that individual messages are received as they were sent.
The data-validation layer protects against incorrect or incomplete data sources by
searching for collaborative information that is appended to the original message. The
filtering layer then groups messages pertaining to the same subject matter into message
sets and presents them in priority order. The values layer interprets each message set
based upon crisis priorities. The highest-level functions, organizational memory and
group process, use annotated message sets as inputs to the decision-making process
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of the crisis-handling team. The organizational memory layer provides database

access, and the group process layer supports the sharing and discussion of the resulting
memory sets as well as message sets.

Layer 1: Connectivity

Need for the most elemental service provided by the CCA is illustrated by the
following interview excerpt:

On Labor Day evening, 1990, an unexpected tornado ripped a devastating path
through the School campus. Many buildings were destroyed, and the entire campus
was flooded. The tornado left the campus without electricity, and destroyed its tele-
phone switching system. The security guard on duty went to the single remaining com-
munication line, a pay telephone, to notify the college president of the damage. The
guard never placed that call—he didn’t have a quarter.

Thus, the most fundamental of all crisis communication requirements is an open,
operable channel between the crisis-handling team, communication and decision
support tools, the resource management system, the situation monitoring system, and
other crisis stakeholders. Provision of this function is accomplished by the connectiv-
ity layer.

The connectivity layer provides the services of:

* End-to-end message transfer,
» Error detection and correction.

Thus, through the connectivity layer, succeeding layers are guaranteed that individual
messages are transmitted completely and correctly between sender and receiver. In
providing these services, the connectivity layer serves as the interface between the
OSI model and the CCA.

The CCA process model (shown in figure 4) depicts the information exchange
between each of the six layers. The connectivity layers passes an individual message
(M) to the data validation layer above.

Layer 2: Data Validation

When provided with an error-free message by the connectivity layer, the data-valida-
tion layer encompasses the functions necessary to prevent the following scenario:

Approximately 8 months after the Bhopal tragedy, Union Carbide’s Institute, West
Virginia, plant suffered a toxic gas leak that sent 135 local residents to the hospital for
treatment. For nearly a week, Union Carbide officials incorrectly believed and re-
ported that the gas was a minor eye and lung irritant. Not until five days after the leak
was it determined that, among the 23 hazardous gases that had escaped, two-thirds of
the mixture was a toxin that attacks the nervous system [16].

If the hazardous nature of the gas leak had been known as the crisis unfolded in the
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Figure 4. CCA Process Model

first days, Union Carbide officials undoubtedly would have changed their chosen
actions. Unfortunately, as this scenario illustrates, it is dangerously common to receive
incorrect, incomplete, and inconsistent data during crisis response {43].

The connectivity layer provides a complete message, received as it was sent. The
data-validation layer then attempts to authenticate the message content. This is
accomplished through triangulation [13, 53}—the reliance on multiple, independent
sources to validate an event, fact, or conclusion [7, 14]. Thus, the data-validation layer
provides the filtering layer with a central message, annotated with supporting (or
contradictory) material (shown as MV in figure 4).
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Layer 3: Filtering

Provided with a substantiated message by the data validation layer, the filtering layer
encompasses the functions necessary to prevent the following scenarios:

An unbelievable and grossly insensitive crisis management oversight occurred during
the tragic Jalisco cheese deaths in southern California in the late spring of 1985. The
contaminated cheese, purchased mainly by Hispanics, caused more than 30 deaths. A
widely publicized poison center hot line, under the auspices of the Los Angeles
County Medical Association, was flooded with more than 4,000 calls in three days.
But the hot line was staffed with only English-speaking nurses, and the phones were
jammed with calls from concerned, confused, scared, and angry Spanish-speaking cal-
lers, who could not be helped. [16, p. 60; emphasis in original]

[The control room at Three Mile Island] is seriously deficient under accident condi-
tions. During the first few minutes of the accident, more than 100 alarms went off, and
there was no system for suppressing the unimportant signals so that operators could
concentrate on the significant alarms. Information was not presented in a clear and suf-
ficiently understandable form. [25, p. 11; emphasis added]

As these two scenarios illustrate, complete, error-free, and validated messages are
not enough to assure effective crisis communication. In both cases, the data presented
to the stakeholders (the southern California public and the Three Mile Island operator)
were complete and accurate. Nevertheless, in one case the data could not be under-
stood. In the other case, data were not necessarily relevant to the tasks at hand; the
critical data were masked by information overload.

To deal with these problems, filtering mechanisms are needed. The aim of the
filtering layer is to present relevant data to the crisis-handling team in a meaningful,
usable form. Without the functionality provided by the filtering layer, the reduction
of uncertainty and equivocality is more cumbersome. Data that are misunderstood
only increase confusion and, thus, equivocality. Further, the presentation of irrelevant
data, at best, fails to decrease uncertainty. Alternatively, it may cause a decision maker
to overlook important data. At worst, irrelevant data may actually increase equivocal-
ity by confusing a recipient who attempts to infer the data’s significance. Processing
these unnecessary and unintelligible messages serves dangerously to slow the process
of crisis decision making, thus calling for the use of filtering mechanisms.

The data validation layer provides the filtering layer with numerous but unorganized
messages, each annotated with collaborating and/or contradictory information. Using
this input, the filtering layer provides the following services:

+ Screening incoming messages, diverting those that can be safely handled outside
of the crisis-handling team;

» Organizing related messages into cohesive, coherent message sets; and

» Sorting message sets according to level of importance.

Through organized, prioritized message sets (shown in figure 4 as MS), the
crisis-handling team is presented, not with fragments of data, but with a clear
picture of ongoing events.
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Layer 4: Values

Provided a message set by the filtering layer, the values layer encompasses the
functions necessary to replicate the decision-making support provided by Johnson and
Johnson’s credo during the Tylenol crisis, as noted by David R. Clare (corporate
president):
There are probably as many emergency plans worked out and ready to go within our
organization as there are in any other company that tries to prepare for unseen emer-
gencies. But the events surrounding the Tylenol crisis were so atypical that we found
ourselves improvising every step of the way. Crisis planning did not see us through
this tragedy nearly as much as the sound business management philosophy that is em-
bodied in our credo. It was the credo that prompted the decisions that enabled us to
make the right early decisions that eventually led to the comeback phase. [6, p. 31]

James Burke, Johnson and Johnson chairman and CEO, described it this way:

Two things are clear to us. The first is that the value system, as articulated in the
credo, now permeates the company in a way that could not have been possible without
the crisis. The credo was tested—and it worked. [50, p. 10}

There were many Johnson and Johnson decision makers who stated unequivocally
that, when they were forced to act in the dark during the Tylenol crisis, they looked
to the credo for guidance. By doing so, they confirmed that actions taken were
compatible with the first line of the credo: “We believe our first responsibility is to
the doctors, nurses, and patients, to mothers and all others who use our products and
services” [50, p. 10].

This layer of crisis communication support furnishes a central ingredient of the
decision-making process—-<crisis response priorities. Organizational values, whether
expressed implicitly or explicitly, have a great impact on the response choices made
by a crisis-handling team. The proposal offered here is that the effectiveness of the
decision-making process is significantly enhanced if these organizational values are
made explicit and communicated clearly to crisis decision makers. Within the CCA,
the values layer provides such services.

The filtering layer provides a set of interrelated messages. The values layer then
analyzes each message set, mapping the contents of the message set against pre-
established crisis priorities. Thus, the values layer serves subsequent layers by anno-
tating message sets with interpretation and evaluation against critical crisis priorities
(shown in figure 4 as MSI,). The next two parallel layers of organizational memory
and group process are used directly by the crisis-handling team in their crisis response
decision making.

Layer 5: Organizational Memory
Provided interpreted message sets by the values layer, the organizational memory

layer, through a direct user interface, encompasses the functions necessary to prevent
the following scenario:
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During its Colombian hostage crisis, Chemco executives relied heavily on “three peo-
ple in the trenches.” These three had been central players since the kidnapping took
place. As a result, their knowledge and experience were irreplaceable; they barely
took time to return home to sleep, shower, and return. So much stress was experienced
by these three that two nearly divorced, and the third took an early medical retirement.
In retrospect, a corporate executive concluded that perhaps a better strategy would
have been to rotate the members of the response group, so that no one person’s experi-
ence was indispensable.

These “three people in the trenches” were indispensable because Chemco lacked
pertinent organizational memory, lessons of relevant experiences that are maintained
and accumulated despite the turnover of personnel and the passage of time [31]. The
tools contained in this, the organizational memory, layer ensure that such lessons are
not lost and are available as input to crisis decision making.

At this functional layer, organizational memory is supported by recording experi-
ences and aiding the retrieval of needed organizational memory. It is at the organiza-
tional memory layer that the traditional strength of information
technology—information storage and retrieval—is most realized. Crisis planning
often results in the recording of organizational memory to aid crisis response decision
making. Typical memory supplements include: a personnel database, an inventory
database, maps of corporate facilities and surrounding communities, a historical track
record of past incidents, and a response resource database (containing information
regarding nearby hospitals, fire stations, and so on). Of course, not all required data
can be anticipated, but crisis response efforts will be eased by the needed data that are
anticipated and recorded for ready access. To provide the crisis-handling team with
an initial response model from which to begin, an additional memory aid often
resulting from crisis planning is a set of task checklists. It is not presumed that crisis
plans will be (or even can be) followed exactly, but they can provide a valuable starting
point [37].

Several simple tools may be used by a crisis-handling team as short-term memory
aids. Event logs may be extremely helpful in tracking the course of a crisis, preserving
the organizational memory as the membership of the crisis-handling team shifts during
crisis response. Event logs are often stored in computer-supported databases, but a
simple alternative may be to keep the log on flip charts or on paper attached to the
walls of the control room. An additional short-term memory aid is a whiteboard,
ideally one whose contents can be readily copied onto paper.

Further supplements to organizational memory may be provided by knowledge
stores containing valuable memories from previous crises experienced by both the
focal organization and peer organizations. To preserve their experiences, an organi-
zation may create a database of the crises studied, with summaries of critical events,
issues faced, and the names and telephone numbers of those involved. Photographs,
video recordings, or tape recordings of a crisis, when available, can provide rich
supplementary memory stored as nodes within a hypertext database. If these tools are
not feasible, event logs, useful as short-term memory aids, may also be retained for
use as memory aids during later crises (or later stages of the same crisis).
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Through a direct user interface, tools at the organizational memory layer allow the
crisis-handling team to access and search relevant knowledge and databases. The
search results, sets of related memories (depicted in figure 4 as MyS)), are then used
as input to decision making, as supported by the parallel group process layer.

Layer 6: Group Process

Provided with inputs of interpreted message sets and organizational memory sets, the
crisis-handling team must make difficult response decisions such as those faced by
Warren Anderson, chairman and CEO of Union Carbide:

Within 48 hours of initial reports of Union Carbide’s Bhopal gas leak, Warren Ander-
son announced an immediate trip to India to personally direct the relief efforts. War-
ren had yet to speak to Union Carbide officials in India. He had not yet established
whether or not he would be allowed to visit the plant. In fact, the Indian government
had already threatened his arrest on arrival. [16, 38]

In retrospect, it is difficult to evaluate the expediency of Anderson’s decision. Many
applauded Anderson’s evident concern and caring [38], while others believed that his
trip “showed a lot of guts but not a lot of intelligence.”4 There were certainly both risk
and rewards to Anderson’s immediate trip to Bhopal. On the positive side, such action
showed that the corporation was concerned for public welfare, willing to take respon-
sibility, and willing to take immediate action to aid the disaster’s victims and their
families. If Anderson had been allowed to visit the plant, he may have been able to
obtain more accurate and up-to-date information. This was particularly important
because of failings at the connectivity layer—there were reportedly only two tele-
phone lines linking headquarters with the Bhopal plant [16]. Finally, the trip may have
been a measure taken to head off lawsuits [16]. From the opposing viewpoint, the lack
of connectivity between headquarters and Bhopal drastically reduced Anderson’s
ability to transmit directives from India back to the United States. In addition, there
was a significant risk that Anderson would be arrested upon landing, which would
severely curb his ability to act as a central crisis decision maker.’

No amount of hindsight can determine whether Anderson should have taken that
trip, given the potential rewards and risks known to him at the time. However, there
is evidence that insufficient constructive debate took place to air the pro’s and con’s
of this action [16, 27, 38]. It is this constructive debate that is supported at the group
process level.

Using the functionality of the group process layer, members of the crisis-handling
team share interpreted message sets and organizational memories to build implicit and
explicit models of crisis events and reach difficult response decisions (shown in figure
4 as CM,). Applications encompassing this layer must, at a minimum, include the
ability to transmit message and organizational memory sets, store such sets as
persistent information (through the parallel organizational memory layer), and append
comments to them. Building on this foundation, the group process layer must support
the group coordination and decision-making activities necessary for the building and
exploration of crisis models.
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Discussion

THE CONNECTIVITY, DATA VALIDATION, FILTERING, AND VALUES LAYERS of the CCA
provide the conditions necessary for crisis decision making by ensuring that the
crisis-handling team has ready access to valid, relevant messages appended with
sufficient corroborating and evaluative information to allow a thorough understanding of
ongoing crisis events. Given these facilitating conditions, the two highest parallel layers
then are able to support crisis response directly. The organizational memory supports the
crisis-handling team with access to knowledge and databases, while the parallel group
process layer provides support for group communication and decision-making.

Through the CCA, this research offers pragmatically sound principles for organizing
crisis response systems and captures a comprehensive view of the crisis response
process; that is, this work offers a system architecture [28]. “Architecture is the art of
determining the needs of the user of a structure and then designing it to meet those
needs as effectively as possible within the economic and technological constraints”
{10, p. 21]. As an architecture [8], the layered model enumerates all the functions
necessary to support crisis communication linkages adequately, while disregarding
the details of final construction, leaving enough freedom for further design and
construction work [8, 28].

Implications for Practice

The CCA provides both the investor and the builder with a standard against which
crisis response tools should be measured. This research is not meant to suggest that
traditional dedicated crisis response tools, such as decision support systems and expert
systems, are to be avoided. However, the research does strongly demonstrate that such
tools are only parts of the puzzle; they should be considered potential sources of
organizational memory or problem understanding, rather than the entire solution.

A builder of crisis response tools should consciously target the layer(s) to be
supported and know how to deliver that support to upper layers; a tool isolated from
other layers is of no use to crisis stakeholders. The specific implementation of the
crisis communication support model will vary considerably.6 Layers may be combined
in some implementations; a chosen tool may provide support at multiple layers or only
a portion of one layer. Nonetheless, tool builders must realize that all functional layers
are necessary to support crisis communication linkages adequately, and, in keeping
with the layered approach, different tools may be incorporated into the layers but must
work together as a cohesive whole. In evaluating a potential crisis response tool, an investor
should determine what layers of support are encompassed by the tool, as well as what
support layers are lacking and, consequently, must be provided through other means.

Implementation of the CCA

As an architecture, the CCA enumerates the functions necessary to support crisis
response effectively, without needlessly constraining designers’ implementation

Reproduced with permission of the copyrightowner. Further reproduction prohibited without permissionyp,



A LAYERED COMMUNICATION ARCHITECTURE

251

Table 1. CCA Implementation Requirements

Implementation
CCA layer Services provided requirements
Group process Sharing of message and Group communication

memory sets among CHT
members

Group collaboration
Group coordination

Support for formulation of
crisis models

Access to previous
internal, external
experiences relevant to
crisis

Organizational memory Data, knowledge base
search

Adaptive learning

Values Interpretation and evaluation Pattern recognition
of message sets based on
crisis priorities

Filtering Organization of messages = Message classification
into message sets Message organization

Message synthesis

Data, knowledge base
search

Synchronous and
asynchronous transmission
Multimedia

Data validation Validated message

Connectivity End-to-end message

transfer

choices [24, 28]. However, it is beneficial to examine the communication services
prescribed by the CCA to determine the capability and promise of current technology
in implementing the model. As previously discussed, it is critical to find technologies
that are capable of implementing the CCA as a unified, cohesive whole rather than as
a set of isolated tools.

Table 1 summarizes the implementation requirements ensuing from each of the six
layers of CCA support. To provide the connectivity service of end-to-end message
transfer, a CCA-conforming system must support both synchronous and asynchronous
transmission of messages in a number of media (text, voice, image, and video). At the
data-validation layer, a CCA-conforming system must be capable of abstracting the
core of a message and searching for corroborating information from independent
sources, including other incoming messages, as well as related data and knowledge
bases. To provide the filtering service of organizing individual messages into cohesive
message sets, a CCA-conforming system must be capable of classifying messages
according to content, synthesizing related messages into a single message, and
organizing message sets according to priority. To provide the values-layer service of
interpreting message sets based upon their impact on preestablished crisis priorities,
a CCA-conforming system must be capable of recognizing a recurrent theme or issue
present within a message set and mapping it to the priority set. The services of the
organizational memory layer require a CCA-conforming system to provide user access
to data and knowledge bases, and to allow these data and knowledge bases to
incorporate the memories that emerge as the ongoing crisis unfolds. At the group
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process layer, a CCA-conforming system must provide the crisis-handling team with
those tools necessary for the group’s ongoing communication, collaboration, and
coordination. This will necessarily include supporting group processes such as brain-
storming, idea evaluation, and consensus building.

The class of information systems termed groupware is promising in its ability to
provide a platform on which to implement the CCA Groupware is defined as the
class of computer-based systems that are explicitly designed to support groups of
people working together [22]. In particular, several groupware products (e.g., Lotus
Notes and Microsoft Exchange) show considerable potential with regard to im-
plementing the CCA as a unified, cohesive whole. Critical to their use as a CCA
platform, these applications support [20, 32]:

« Bothasynchronous transmission of and simultaneous access to multimedia files;

» Integration with external data sources, such as relational databases, image and
video servers, and the Internet;

« Message filtering and sorting through an integrated search engine; and

+ Shared databases, which provide groups with a common workspace through
which collaboration is supported.

Future research efforts will include using such a comprehensive groupware tool to
implement a prototype of the CCA, and testing its ability to support the decision-
making efforts of the crisis-handling team.

Conclusions

A NOTABLE CONTRIBUTION OF THIS RESEARCH IS THAT IT uncovers significant
strengths and limitations of current literature. The bulk of related research activity
offers task-level support of specific, foreseen crises (e.g., [2, 51, 52]). In contrast,
the difficulties that emerged from this examination point to the need to support the
personal and data communication necessary to respond to an organizational crisis;
only after effective communication is achieved can crisis response tasks be
performed. While these task-level support tools are certainly important, they are
only as effective as the communication support system will allow. Thus, this
research contributes to the literature by recognizing the need for a theory of crisis
communication support.

This research develops relevant, understandable guidance regarding investment in
and development of crisis response tools. This is attained through the crisis commu-
nication architecture (CCA), which provides both the investor and the builder with a
standard against which crisis response tools should be measured. Through this layered
model of crisis communication support, the research offers a system architecture [28],
pragmatically sound principles for organizing crisis response systems, and a com-
prehensive view of the crisis response process.

Finally, crisis response is a complicated process that must take place under condi-
tions of high uncertainty and equivocality. To avoid the development of isolated,
fragmented support tools that may do more harm than good [37], crisis response must
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be viewed as a set of integrated activities driven to meet essential goals and facilitated
through effective communication linkages.

NOTES

Acknowledgment: The author thanks the Center for Telecommunications Management and the
Exxon Company, U.S.A., for their sponsorship of this research.

1. The mitigation phase of crisis management is not addressed in Nunamaker, Weber, and
Chen’s model.

2. Several notable works, including the prescriptive work of Belardo and Harrald [1] and
the descriptive work of O’Sullivan [36], are not discussed here because their focus is on the
support of the crisis planning phase, rather than on the functionality of the crisis response system.,

3. Audio recording of the interviews was considered but rejected due to concerns that the
appearance of a recording device might cause some participants to be less than candid in
discussing crisis response difficulties. As detailed in this section, steps were taken to ensure that
interview transcripts were both accurate and complete.

4. This is a quotation from an unnamed executive of a rival chemical company to Kirkiand
[27].

5. Inretrospect, this risk was partially realized. Anderson, along with other Union Carbide
officials, was placed under house arrest {27].

6. The implementation of an architecture is defined as the specific logical structure chosen
to make possible the functions laid out in the architecture [8].

7. The label groupware has been attached to numerous applications as diverse as electronic
mail, computer conferencing, group calendaring/scheduling, and workflow management [26].
However, these systems support group work only within a very narrow range of tasks and
(generally) use only a single communication media. Therefore, this study considers as
groupware only those applications that support group communication, coordination, and
collaboration across a wide range of tasks and problem settings.
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